Network reliability and resilience has become a key design parameter for network operators and Internet ∧ service providers. These often seek ways to have their networks fully operational for at least 99.999% of the time, regardless of the number and ∧ type of failures that may occur in their networks.
sages sent through a different network [8] .
10
In such scenarios it would be possible for an attack being allocated/released) will not be advertised to the 26 neighbours and they will be working with out-of-date 27 information. However, the failed node could still be able to 28 process new connection requests and tear down existing 29 connections.
30
In this work we assume that a control plane failure rates required to achieve a given service availability goal. if at least one of its neighbours is already infected.
28
Additionally, the node may fail spontaneously, which 29 means that the node is creating a new infection.
30
• The I state stands for ''infected state''. In this case, is the rate at which the network administrator fixes the 52 problem, whereas the second case occurs at rate c. The 53 network operator may also repair disabled nodes at rate t.
54
Finally, β F refers to the spontaneous failure rate at which 55 a given node in the network, whose neighbours are not 56 infected, may actually become (spontaneously) infected.
57
The rate value of β F is much smaller than β, so it does not (that is, the amount of time on average to reach a given 10 state from some other).
11
Essentially, with Q , the steady-state solution for a CTMC 12 requires solving p i from the following set of equations: 
57
As an example, consider the ring of Fig. 3 . Initially, the 58 ring is in state (0 : 0 : 0) as there is no node in either 59 the infected or disabled state. This is illustrated in Fig. 5(a) .
60
At some point in time, one node becomes spontaneously 61 infected as depicted in Fig. 5 at rate c. This case is illustrated in Fig. 5(c) . 
70
• the state (0 : 0 : 0) ( Fig. 5(a) ), if the network operator 71 repairs the node and returns it to the susceptible state.
72
The rate of this transition is δ, which is the repairing 73 rate.
74
Taking a closer look at the state (0 : 0 : 2), we can see that 
Table 2
Infinitesimal generation matrix for an eight-node GMPLS ring (Q 8 ). plane of a node is repaired (this is, transition rate from 1 the Infected state to the Susceptible state of a node) and a reasonably low P DISC value, which has a β/δ = 1/100 6 low value. Essentially, the ratio β/δ is the key in having a 7 sufficiently low value of P DISC as shown in Fig. 8 . Eq. (4).
28
As shown in Fig. 9 
